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About This Document

Reference Documents

This reference guide refers to the following documents:

Part Number
70E-20688-03
70E-20706-03

Conventions

Document Title
Spectrum24 AP-4121 Access Point Product Reference Guide

Spectrum24 Wireless LAN Adapter Models LA-4121 PC Card and
LA-4123 PCl Adapter Product Reference Guide

Keystrokes are indicated as follows:

ENTER

FUNC, CTRL, C
Press A+B

Hold A+B

identifies a key.
identifies a key sequence. Press and release each key in turn.
press the indicated keys simultaneously.

press and hold the indicated keys while performing or waiting for another
function. Used in combination with another keystroke.

Typeface conventions used include.

<angles>
[brackets]

GUI Screen text
Italics

‘single quotes’

Screen

indicates mandatory parameters in a given syntax.

for command line, indicates available parameters; in configuration files
brackets act as separators for options.

indicates the name of a control in a GUI-based application.
indicates the first time a term is used, a book title, variables, and menu titles.
indicates the exact setting for a parameter.

indicates monitor screen dialog. Also indicates user input. A screen is
the hardware device on which data appears. A display is data arranged
on a screen.

indicates text shown on a radio terminal screen.

indicates Uniform Resource Locator.
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This document uses the following for certain conditions or types of information:

&

Note

o

Caution

&

Warning

Indicates tips or special requirements.

Indicates conditions that can cause equipment damage or data loss.

Indicates a potentially dangerous condition or procedure that only Symbol-

trained personnel should attempt to correct or perform.
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Chapter 1

Note

Installing the Spectrum24
Plus Pack

The Symbol Technologies Spectrum?24 Plus Pack utility suite now supports
Spectrum24 LA-41XX Network Interface Cards (NICs) operating in a
Spectrum24 network. Install the Spectrum?24 Plus Pack utilities (NICTT,
NICInfo, NICUpdate, AP Discovery and My Wireless LAN Places) from the
installation CDROM as a bundled tool suite.

The Spectrum24 Plus Pack utilities support Windows 95, 98, NT 4.0. and
Windows 2000.

Use the Network Interface Card Task Tray (NICTT) utility for NIC signal quality
and power management status. NICTT automatically starts on the system
task tray each time the system is booted.

Use the Network Interface Card Information (NICInfo) utility to obtain
detailed NIC diagnostic and statistical information without rebooting.

Use the Network Interface Card Update (NICUpdate) utility for upgrading the
firmware in the Spectrum24 WLAN adapter.

Use the Access Point Discovery (AP Discovery) utility to view the properties
of neighboring access points within the Spectrum?24 network.

Use the My Wireless LAN Places (My WLAN Places) utility to create a profile
of WLAN adapter network address and device information that can be
downloaded by system administrators to selected WLAN adapters.
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Installing the Spectrum24 Plus Pack

To install the Spectrum24 Plus Pack from a CDROM:
1. Insert the installation CDROM in the computer CD drive.
2. Click Start and select Run.
3. Enter x:\pluspack\setup.exe

Where x represents the letter assigned to the CD drive.
4. Click OK.

Complete the installation by following the instructions displayed by the
Windows operating system.

6. Restart the computer when prompted by the Windows operating system.

If the PC Card or adapter is installed, NICTT appears in the system task
tray when the system reboots.
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chapter2 Network Interface Card Task Tray
Applet (NICTT)

NICTT provides signal, tfransmission quality and power management

status for a Spectrum24 WLAN NIC. NICTT contains two different NIC
status-checking tools. The taskbar tray icons convey real-time signal strength
and service quality information. The NICTT property pages display driver
and firmware revision data, power management information and NIC
transmission and signal quality statistics.

NICTT starts automatically and appears in the task tray when the
system boots.

To start NICTT manually:
1. Click the Start button and select Programs.
2. Click Symbol Wireless and select Spectrum24 Plus Pack.
3. Click on NICTT to launch the utility.
NICTT displays on the system task tray.

Right click the NICTT icon in the task tray to display the NICTT menu. Select
one of the following menu items:

*  Spectrum24 WLAN Adapter Status
* About Adapter Status
* Exit Spectrum24 Adapter Status.

Selecting Exit Spectrum24 Adapter Status removes NICTT from the
task tray.

‘*9 To prevent NICTT from launching and displaying in the task tray, press and
Note hold the Shift key when the computer boots.
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Network Interface Card Task Tray Applet (NICTT)

NICTT Task Tray Icons

NICTT task tray icons display NIC signal strength.
ICON Status

Excellent signal strength (Green Bar)
Very good signal strength

Good signal strength

Fair signal strength

Poor signal strength

Out-of-network range

Adapter not found

4 Spectrum24 Plus Pack Users Guide



Network Interface Card Task Tray Applet (NICTT)

NICTT Property Pages

The NICTT property pages contain wireless network and service
quality information.

General Properties

Use the General properties page to set the operational mode and ESSID
used by the NIC.

Spectrum?4 Status

General | F'nwerModeI Info I Elptic-nsl Tlansmissinnl Signall

— Mobile Unit Settings
Dperating tode:

% |ESSID (80211 Station) =l

ESSID:
=l

[Eharmel Himter

—

™| Send lLang Preamtls Headers

Ok I Cancel | Spply | Help |

‘*’ The operating mode and ESSID set for the NIC in NICTT override the
Note operating mode and ESSID settings in NCPA and NIClInfo.
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Network Interface Card Task Tray Applet (NICTT)

Use the Operating Mode pull-down menu to select one of the following
operating modes for the NIC:

ESS (802.11 Station) - Select ESS (802.11 Station) to enable the MU to
transmit and receive data with an access point. The Channel Number field
and the Send Long Preamble Headers checkbox are disabled when the NIC
is in ESS mode. ESS is the MU default mode.

Pseudo IBSS (Proprietary Ad Hoc) - Select Pseudo IBSS when the highest
throughput is required in an IBSS network for testing MUs. Pseudo IBSS
does not support PSP MUs and does not use beacons or authentication.
Use the Channel Number field to enter the channel for the network.
Each MU is required to be on the same channel. Pseudo IBSS is not
recommended as a normal operational mode or for MUs operating on
battery power. When Pseudo IBSS is selected the Signal or Peers property
page is no longer available.

IBSS (802.11 Ad Hoc) - Select IBSS (802.11 Ad Hoc) to enable MUs to
form their own local network where NICs communicate peer-to-peer without
access points using the MU ESSID. Use IBSS to create networks where
needed within established cells. In IBSS, MUs take turns generating beacons
and handling probe responses. The NIC starting the IBSS network (the first
station transmitting a beacon) sets the channel in the Channel Number field.

When IBSS (802.11 Ad Hoc) is selected, the NICTT Signal property page
turns into the Peers property page. Select Peers to view the BSSID or
MAC addresses of the other MUs in the network, their operating mode
(PSP or CAM), their transmit rate, their supported data rate and the length
of ime MUs have been out of the IBSS network. Click Refresh to update
the Peers property page to the latest IBSS network performance and MU
membership data.
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Network Interface Card Task Tray Applet (NICTT)

Spectrum24 Status E
General | Power Mode I Infa I Optiohs | Trahsmigsion || |
BSSID I Power Mode | Trangmit Rate | Supported |
OO:ADFE12R30C  Cak 11 MBit 1.2.85 1
00:ADFE125390 PSP 11 MBit 1.2.65 11
00:ADFE1253:40 PSP 11 MBit 1.2.55 11
OO:ADFE1253BE  Cak 11 MBit 1.2.85 1
0O:ADFE12Z53BE  CamM 11 MBit 1.2.65 11
00:ADFE1254:0F PSP 5.5 MBit 1,255 11
| | o
Mumber af known Peers: 5] Refrezh |

ok I Cancel | Sl | Help |

Enter a NIC ESSID in the 802.11 ESSID field. The ESSID is the 802.11
Extended Service Set Identifier. The ESSID is a 32-character (maximum) string
identifying the wireless local area network. The ESSID assigned to the NIC is
required to match the access point ESSID for the NIC to communicate with
the access point.
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Network Interface Card Task Tray Applet (NICTT)

2.2.2 Power Mode

Use the Power Mode property page to control NIC power settings. A
Spectrum24 WLAN adapter has two power consumption modes, Continuous
Access Mode (CAM) and Power Save Poll (PSP) mode. Selecting CAM yields
the best performance but uses the most power. CAM is the preferred mode

for systems running on AC power.

Uncheck the Let adapter manage power checkbox and use the sliding scale
in the Manual Power Settings field to select a PSP performance index (1 to 5)
suited to the intended operation of the NIC. Selecting PSP saves significant

amounts of power over CAM. PSP is the preferred mode for systems running

on battery power.

‘*’ PCI adapters do not support PSP mode. Control over PSP options become
Note disabled when using a PCl Adapter. The Switch power mode feature is

unavailable in Windows NT 4.0.

Spectrum2d Status

General Fower Mode |Infu:| I Dptionsl Transmissionl Signall

Select the power mode to use.

[ Switch power mode based on power source

Active power source: AC Power

— Manual Power Settings

[Eaest =Ester
EawET Sheed
1
1 1 1 1 I) 1
[ S D

[ Let adapter manage power [recommendedf

‘ Power Mode One. Great performance, low power.

QK. I Cancel Apply Help
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Network Interface Card Task Tray Applet (NICTT)

2.2.3 Info

Use the Info property page to view NIC version and operating
mode information.

Use the Version Information field to view the NIC driver version, adapter
firmware version, supported data rate, adapter type and firmware type.

Spectrum24 Status [ <)

General I Power Mode § 1

Dptionsl Transmissionl Signall

—Werzion Information
Diriveer Yerzion: 20

Adapter Firrmware ersion: W2.00-09
Adapter Hardware Yersion: W20

Supported Diata B ates: 1.2.5.5,11 MBit
Adapler bppe: FCl Card
Firmnvaare type: 80211 Compatible

— Operating Mode

Coauntry: United States

Operating Mode: ESS [802.11 Station]
Encryption tode: Open System [ho encryplion]
Profile Mame: Original Configuration

0K I Cancel | Apply | Help |

Use the Operating Mode field to view the NIC operating country, operating
mode (ESS, IBSS or Pseudo IBSS) Encryption mode and the profile name
created for the NIC using the My Wireless LAN Places utility.

‘*p The operating mode set for the NIC in NICTT overrides the operating mode
Note settings made in NCPA and NIClinfo.
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Network Interface Card Task Tray Applet (NICTT)

2.3.4 Options

Enable or disable NICTT system sounds within the Options properties page.
NICTT uses standard wave-table sounds supplied by the Windows operating
system. NICTT initiates an audible signal each time it detects the host
computer roaming between Spectrum24 APs. This tone is important if the
user did not want the MU to roam to another AP NICTT initiates an audible
signal each time it completes a ping to a host computer.

Spectrum24 Status

Generall PowerMDdel Infa Transmissionl Signal'

™ Enable Spstem Sounds
™ Task tray applet gettings are only temporary

IV Exit task tray applet if adapter iz nat found during startup:

after: |2 Fiwtes 'I

0K I Cancel | Apply | Help |

Users can change NICTT wave file values using the Windows Control Panel
-> Sounds applet. Two entries exist for NICTT:

¢ SpectrumSoft NICTT Ping
¢ SpectrumSoft NICTT Roam.
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Network Interface Card Task Tray Applet (NICTT)

Sounds Properties [ 7]
Sounds |
Exvents:
Ouestion ;I
Festore Down
Restore LUp
SpectrumSoft MICTT Ping
SpectiumSoft NICTT R oam: J
Start Windows
windows Explorer
E Crmmbi O mmiim e D e, ;I
—Sound
Mame: Preview:
I[None] j » | i3 |
Browse... Detailz... |
— Schemes
Mo Sounds j
Save Ag.. | Delate I

0K I Cancel | Apply |

Select a wave file in the Sounds window for the NICTT audible response
tone. The standard wave files shipped with NICTT have the following format:

SSXXXXN.wav

Where xxxx is either ping or roam and n is the numeric identity of the file.

Values saved to the Windows registry are used by the NIC when the
computer starts. Select Task tray applet settings are only temporary

from the Options property page to enter only NICTT temporary values.
Temporary values apply to each NICTT property page and last until the
system is restarted or the values are changed. If the checkbox is not selected,
any value entered is saved and used by the NIC after the system is restarted.

Select the Exit task tray applet if adapter is not found during startup
checkbox and use the pull-down After menu to specify the amount of time
(1 to 5 minutes) NICTT waits for the adapter to be located in the network
before exiting.
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Network Interface Card Task Tray Applet (NICTT)

2.2.5 Tranmsission

Use the Transmission property page to perform data transmission fests

and display a real-time graph of the tests. The transmission quality test also
displays a text-based description of the transmission quality. Transmission
quality tests use an ICMP ping to test data transmission between an MU and
AP, The transmission quality indication is important in determining if the MU
should associate with a different AP to optimize its fransmission capabilities
or if the MU is properly located to communicate with that AP

Spectrum24 Status

Generall PowerMDdel Infa I Dptions | |Signal|

Start Test I Test Count: 50 v

Host Address: I

 Transmizsion Quality Infarmation

Found Trip Ping Time

E 50
u}
Round Trip Tests Performed: 0 11 MBit
r— Timing Statistics
FinirnLm BAverage Il i Timeout
a a a 173 1]

0K I Cancel | Apply | Help |

‘*a The Transmission Quality test requires the TCP/IP protocol.

Note
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Network Interface Card Task Tray Applet (NICTT)

2.2.6 Signadl

Use the Signal property page to display a real-time graph of the signal
quality received by the NIC. It also displays a description of the signal quality.
The Signal property page assists users in determining the quality of the
signal from the MU to the AP, and if an association with a different AP is
needed to increase signal strength. Any signal quality indication below good
should be an indicator to associate with a different AP

‘*p The Signal property page does not display in NICTT if IBSS or Pseudo IBSS
Note are selected as the operating modes in the General property page.

Use the Missed AP Beacons graph to view the amount of beacons
(uniform system packets broadcast by the AP to keep the network
synchronized) missed by the receiving MU. The fewer missed beacons the
stronger the signal.

Spectrum24 Status

Generall PowerModeI Infia I Dptinnsl Transmission

— Signal Strength Information

Signal Quality Mizsed &P Beacaons:

100 O

Tranzmit Retries
. O

Signal Strength:

. D

lewel

Signal Quality: Excellent
Roaming Count: 1
Metwork, ghatus: Inrange
Transmit Fate: 11 MBit

0k I Cancel Apply Help
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Network Interface Card Task Tray Applet (NICTT)

Use the Transmit Retries graph to view the number of data packets
retransmitted by the MU. The fewer transmit retries the stronger the signal.

Use the Signal graph to view the RSSI (Relative Signal Strength Indicator) of
the signal transmitted from the access point to the receiving MU. Use this
information to determine if the signal is strong enough to maintain the
current access point association or if an association with a different access
point would increase signal strength.

14 Spectrum24 Plus Pack Users Guide



Chapter 3

Note

Network Interface Card Info
(NICInfo) Utility

Use the Network Interface Card Information (NICInfo) utility to view and
configure a Spectrum?24 NIC. NICInfo provides adapter status, mobile
unit (MU) configuration settings, power management configuration
settings, NIC diagnostic information, NIC event logging options and MU
transmit/receive statistics.

Users select property pages from the items listed in the tree on the left side
of the NIClInfo window. NIC signal quality appears on the bottom left-hand
side of each property page. The signal quality function matches that
displayed by NICTT.

If the computer monitor is set to 640 x 480, NICInfo does not display
properly. Set the computer monitor to 800 x 600 for optimal resolution.

To start NICInfo manually:

1. Click the Start button and select Programs.

2. Click Symbol Wireless and select Spectrum24 Plus Pack.
3. Select NICInfo to launch the utility.

3.1 NIClInfo Icons

The NIClInfo icons appear on the bottom left-hand side of each property
page. NIClInfo icons match the NICTT Task Tray icons described in the
previous section and provide the same functionality.

3.2 NIClinfo Property Pages

NIClInfo contains property pages dedicated to displaying and configuring
NIC settings and information.

Spectrum24 Plus Pack Users Guide
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Network Interface Card Info (NICInfo) Utility

3.2.1 Adapter
Use the Adapter property page to display driver software and hardware
information. The Adapter page is read only with no user configurable fields.
The Adapter Information field displays the driver version, NIC Firmware
version and type, country, association status, self-test status, run time
and frequency.
The Hardware Properties field displays the IRQ number, memory address,
I/O address, hardware revision, MAC address and adapter type.
<% NICInfo - Spectrum24 Wireless LAN Adapter Information
Categony:
E‘ = Mabils Uit Addpfer' Spectrum?24 Adapter Information
: - Pawser Mgt —&dapter Information
Knowr.1 APS Driver Versior: 20
“Association Adapter Firmware Yersion: W20012
K Firmware Type: 802.11 Compatible
i 'T“"‘H_“ Graph Country: Urited States
i Diagnostics Agzociation: In range
phans Self Test Pazzed
- itbout NICInfo Run Time: 23 hrz, 41 min, 29 zec
Frequency: 2,400 Ghz
— Hardware Properti
IR Mumber: 5
temony Address: 0xC3000
140 Address: 0x180
Hardware Revision: 2
MAL Address: 00:A0:F8:1 2:59:.07
Adapter Type: PC Card
— Operating Mad
Operating Made: ESS [802.11 Station]
Encryption Made: Open System
Profile Mame: Original Configuration
Channel 3
Signal:
@ E:ﬂg;;lent Help |
The Operating Mode field displays operating mode (ESS, IBSS or Pseudo
IBSS) set in the Mobile Unit page, the Encryption mode and profile name set
using the My Wireless LAN Places utility and the Channel number.
The operating mode set in NICTT overrides the operating mode set in
NIClInfo and NCPA.
16 Spectrum24 Plus Pack Users Guide



Network Interface Card Info (NICInfo) Utility

3.2.2 Mobile Unit
Use the Mobile Unit property page to set the NIC operating mode

Mokile Unit Settings

and ESSID.

<% NICInfo - Spectrum24 Wireless LAN Adapter Information !E[B
Category
- — Mobile Unit

- Powwer b gmt

i Known APg — Mobile Unit Setting:

i Azzociation [

i E-TukRx _

L Tu/Rx Graph IESSID [802.11 Station] j

0 t.Diagnostic:s ESSID:

i~ Options

" Abaut MICInfo | =l
[Ehiarne] Humter:
|3 -
I= | Serd Lon Freamitle Headers

Apply

Signal:
@ Excellent Close Help

& The operating mode and ESSID set for the NIC in NICTT override the
Note operating mode and ESSID settings in NICInfo and NCPA.

Use the Operating Mode pull-down menu to select one of the following
operating modes for the NIC:
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Network Interface Card Info (NICInfo) Utility

ESS (802.11 Station) - Select ESS (802.11 Station) to enable the NIC to
transmit and receive data with an access point. The Channel Number field
and the Send Long Preamble Headers checkbox are disabled when the NIC
is in ESS mode. ESS is the MU default mode.

Pseudo IBSS (Proprietary Ad Hoc) - Select Pseudo IBSS when the highest
throughput is required in an IBSS network for testing MU throughput. Pseudo
IBSS does not support PSP MUs and does not use beacons or authentication.
Use the Channel Number field to enter the channel for the network. Each
MU is required to be on the same channel. Pseudo IBSS is not recommended
as a normal operational mode or for MUs operating on battery power.

IBSS (802.11 Ad Hoc) - Select IBSS (802.11 Ad Hoc) to enable MUs to form
their own local network where NICs communicate peer-to-peer without
access points. Use IBSS to create networks where needed within established
cells. In IBSS, MUs take turns generating beacons and handling probe
responses. The NIC starting the IBSS network (the first station transmitting a
beacon) sets the channel in the Channel Number field. If a single MU is
sending every beacon, there are no other MUs in the IBSS network and at
least one additional is MU is needed to communicate peer-to-peer.

Enter a NIC ESSID in the 802.11 ESSID field. The ESSID is the 802.11
Extended Service Set Identifier. The ESSID is a 32-character (maximum) string
identifying the wireless local area network. The ESSID assigned to the NIC is
required to match the access point ESSID for the NIC to communicate with
the access point.

Click Apply to implement the operating mode and ESSID.
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Network Interface Card Info (NICInfo) Utility

3.2.3

Note

Power Management
Use the Power Mgmt property page to display and adjust NIC power
consumption settings. Users control the PSP performance index (1 to 5) in
NIClInfo by adjusting a sliding scale. A display below the slider describes
the selected performance power level and its rating. Users requiring fast
performance can adjust the slider accordingly.

CAM is not recommended for devices operating on battery power.

Categony:

El- Adapter

- Mobile Urit

- Power Mamt

Agzociation
Tk Rx

[ - Graph
- Diagnostics:

Signal:
Excellent

— Power Management

< NIClnfo - Spectrum24 Wireless LAN Adapter Information

Power Mgmt

PSP mode does not have the performance of CAM, but reduces battery
consumption. Click Apply to put the selected power setting into effect.

BEE|

Power Managerment Setings

[MOVE SLIDER TO SELECT POWER SETTING )

Lowest Power

Fastest Speed

/

Power Made One - Great perfarmance, low pawer.

Close

Apply

Help
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3.2.4 Known Access Points or Known Peers

Use the Known APs property page to view the APs with the same ESSID as
the NIC within the Spectrum?24 network. View the BSSID, direct sequence
channel and Type/Status of each available AP

Click Refresh to display the list of the Known Access Points. The Known
Access Points property page is read only with no user configurable
data fields.

<% NICInfo - Spectrum24 Wireless LAN Adapter Information

Categorny:
[=- Adapter :
B Mabile Urit Known APs Known Access Points
— MU's Krnown Access Point
7B_!?SID | Channel | Type / Status | Moige
é O0:ARFE121211 3 Foaming / &ssociated 1]
=4 00 AR B4 31:08 3 Roariing / Unazsociated 1]
Options
o Ahaut NICInfa
< | 0|
Murnber of known Access Points: 2

Signal:
% Excellent Clos= | Help |

When IBSS (802.11 Ad Hoc) is selected as the operating mode, the Known
APs property page turns into the Known Peers property page.
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< MICInfo - Spectrum24 Wireless LAN Adapter Information [ (D]
Category:
[=1- Adapter
=1 Mobie Ui Known Peers known Peers
- Power Mamt — Known Peer
= Tw & Fx BSSID | Power Mode | Tranzmit R ate | Supported Fates |
| e Tw/Px Grapl 00:A0:FE:1255BE  CaM 11 MEBit 1.2.55,11 MBit
- Diagnostics 00:A0FE12:55.40 PSP 11 MEBit 1.2,55 11 MBit
Ontions 00:A0:F812540F PSP 11 MBit 1.2.5.5, 11 MBit
P 00:A0FE1255:0C  CaM 11 MEBit 1.2.55,11 MBit
00:A40:FE:12:55:B8  CaM 11 MEBit 1.2.55, 11 MBit
00:A0:F8:1253:90 PSP 11 MBit 1.2.5.5, 11 MBIt
J o
Murnber of known Peers: B
KN I

Signal:
@ Excellent Claze Help |

Use the Known Peers property page to view the BSSID or MAC addresses of
the other MUs in the network, their power mode (PSP or CAM), their transmit
rate and the length of a time an MU has been out of the IBSS network. Click
Refresh to update the Known Peers property page to the latest IBSS network
performance and membership data.
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3.2.5 Association

Use the Association property page to display the NIC association state,
AP association statistics and access point scan information. Access point
roaming counts and statistics also display. The values on this page update
as they occur. Click Reset Statistics to clear the statistic counters and begin
collecting new data. The information in the Association property page is
read only with no user configurable data fields.

MICInfo - Spectrum24 Wireless LAN Adapter Information

Category:

=3 A_dapter
i [l Mobils Urit
Power Mgt

Association Agsociation and Roaming

—Association Statistic
Known APs Aszociation: In range

tion: Mumber of Associations: 4
E| Tu b Rx Access Point Count: 2
- Ta/RxGraph Murnber of Full Scans: 30
f----.DiagnostiCS Mumber of Partial Scans: 2
Optians Access Point BSSID: 00:ADFE:1212:11

— R oaming Reazon:
Access Point did not Transmit:
Poor R eceive or Transmit Quality:
Access Point RSS! oo low:
Access Point Load Balancing:
Access Point dropped MU:
Power Mode change:

- o oo oM

— Miscellangous Statistic:
Received Beacons: 27672
Percent Missed Beacons: a
Percent T Ermors: 0

Feset Statistics

Signal:
@ Excellent Cloze Help |
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3.2.6 Transmit and Receive Statistics

Select the Transmit and Receive Statistics property page to display statistics
for directed and nondirected packets and byte counts for both transmission
and reception. Directed and nondirected packet statistics display for each
data rate supported (1 Mbps, 2 Mbps, 5.5 Mbps and 11 Mbps). Use these
statistics to determine if selecting a different data rates would result in
improved NIC performance. The values on this page update in real-time.
Click Reset Statistics to clear the statistic counters and begin collecting

new data.

< NICInfo - Spectrum24 Wireless LAN Adapter Information

Categarny:
- Adapter . . L

" & Mobile Urit Tx & Rx Transmit and Receive Statistics
C e Power I grnt — Transmit Statistic: —

- Known &Ps Total Host Packets: 1508717

. Assaciation Mon-Directed Packets: 0

@1MB: 0(0%)

@2MB: 0[0%)

- Ta/fix Graph (@5, 5MB: 0(0%)

i Diagnostics @11ME: 0[0%)

- Optiong Directed Packets: 1503476

. @1MB: 393 (0%)

About MICInfo E2ME: 2379 [0%)

(@6, 5ME: 46394 [3%)

@11ME: 1460304 [96%)

Total Bytes Transmitted: 1389462440
— Receive Statistic: —
Total Host Packets: 1217662 |

Mon-Directed Packets: 9292

@1MB: 9289 [93%)

@2MB: 3(0%)

(@6, 5ME: 0[0%)

@11ME: 0[0%)

Directed Packets: 12039016

@1MB: 2186 [0%)]

@2MB: 776 (0%)

(@6, 5ME: 11453 [0%)

@11ME: 1134601 [98%)

Total Bytes Received: 148388035

Tatal Bytes Received: 63547464
Signal:
@ Excellent Close Help |
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Transmit and Receive Graph

The Tx/Rx (transmit and receive) graph displays the packet per second
throughput of the NIC. Colored bars display directed and nondirected
packet throughput for each data rate supported (1 Mbps, 2 Mbps,
5.5 Mbps and 11 Mbps). Use these statistics to determine if selecting
a different data rate would result in improved NIC performance.

The graph is updated every second.

< NICInfo - Spectrum24 Wireless LAN Adapter Information

Categony:
[=]- Adapter : :
| = Mobile Unit Tx/Rx Graph Transmit and Receive Graph
- Power Marnt
- Known &P — Directed @1MB Tsd Ry Graph
Azzociation Directed @20B
— Directed @5MB
&Ry — Directed @11MB
- Tu/Rx Graph — Non Directed @1MB
Diagnostics Non Dirested @2MB
. — Non Dirested @5MB
Options — Han Directed @11MB
“e dabout MICTRfo 0
- B0
g
& a0 -
I
& 40
&
&
20+
o
T R
u
Tx R
Sighal:
@ Excellent Cloge Help
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3.2.7 Adapter Diagnostics
Use the Adapter Diagnostics property page to execute tests assessing NIC
functionality. The user can perform a self-test or reset the NIC by selecting
a diagnostic from the Select Function pull-down menu. Click the Execute
Function button to initiate the test.

<% NICInfo - Spectrum?4 Wireless LAN Adapter Information

Categorny:
[=- Adapter . . : .

Mobile Unit Diagnostics Ardapter Diagnostics
* Powser Mgt Functian:
- Kniown APs . Fiesults
- Azzociation Select Function Self Test Passed

Ti & Rix | Self Test =]

o TudRx Graph
Optionz

Signal:
@ Excellent Close Help
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3.2.8 Options
Select the Options property page to enable or disable NICInfo logging
capabilities. When NICInfo gathers WLAN adapter statistics, NICInfo can
save the information to a log file. Log files are saved in HTML format.
If users run NIClInfo after midnight, the log file closes and a new log file is
automatically created for the next day. Click View Log Files to view the log
file contents using a default browser.

<% NICInfo - Spectrum24 Wireless LAN Adapter Information = B3
Categony:
(=] Adapter H _— q
& Mobie Unit Optlons MICInfo Application Options
i Powser Mamt Logging

Knowr_m A_F's ¥ Enable Logging
Azzociation

" LR« Log File Path: C:\Program Files\Symbol\S pectrum244 FlusiMICIn
i Tu/Rix Graph

E 5----.Diagnostics Wiew Log Files... |
Options
- Abaut NICInfa

Apply |

Signal:
@ Excellent Cloze Help
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chapter4 Network Interface Card Update

(NICUpdate) Utility

Symbol Technologies periodically releases NIC firmware to provide improved
performance over existing firmware. Use the Network Interface Card Update

(NICUpdate) utility to upgrade the firmware in a Spectrum24 Network

wireless LAN adapter.
To start NICUpdate manually:
1. Click the Start button and select Programs.

2. Click Symbol Wireless and select Spectrum24 Plus Pack.

3. Select NICUpdate to launch the utility.

NICUpdate upgrades the firmware in a Spectrum?24 NIC by specifying

a firmware file for the adapter used in the system.

Spectrum?4€ MIC Update !E[E

— Exizting Firmware

Manufacturer:  Symbal Technologies

Card Model:  LA4117 Spectrumz2d Wirsless LAN P
Firmware Vergion: V20013 0572000

Card Type: PC Card

— Mew Firmware

Marufacturer:  Symbal Technologies o
Card Model:  LAad111 Spectrumzd Wireles: LaN PC Card
Firmware Werzgion: W2.00-14  06/31,/2000
Card Type: PC Card

Firrmware Filename:
G:AFimwaretMUASYMEPL img

Update | Cloze I Help | Ahout. I

NICUpdate displays existing firmware information in the Existing Firmware
field. Select a firmware file then click Update. The results display in the New

Firmware field.
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Network Interface Card Update (NICUpdate) Utility

The NICUpdate dialog box provides the following options:

Existing Firmware

New Firmware
Firmware Filename

Update

Close

Help

About

The Existing Firmware field displays the firmware
manufacturer, model number, firmware version and
serial number of the NIC firmware. The Existing
Firmware field is read only with no user configurable
parameters.

Use the New Firmware window to view the version
number and date of the selected firmware file.

Click the Firmware Filename ellipsis (...) button to
browse for a valid firmware file for the adapter.

Starts the Update process. A warning to close open
applications appears. Users can cancel the

Update process at this point. A message displays
advising users that the Update process has started.
A subsequent message displays whether the Update
was successful. A message advising the user to reboot
follows a successful Update.

Click Close to exit the NICUpdate program.

Click the Help button to display an online help page
describing NICUpdate functionality.

Click the About button to display a window
describing NICUpdate revision information.

28
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Chapter 5

Access Point Discovery
(AP Discovery)

Use the Access Point Discovery (AP Discovery) utility to view the properties
of neighboring access points. Select an access point and use AP Discovery
to configure the access point system name, ESSID, IP address and Gateway.

The AP Discovery utility is useful for selecting access point search criteria
and conducting a search. Once a number of access points have been
found meeting the search criteria, an access point can be selected and its
properties displayed. The properties of the selected access point can be
configured, the access point can be grouped with a different set of access
points or the access point can be used to communicate with an access point
not part of the original search.

To start AP Discovery:

1. Click the Start button and select Programs.

2. Click Symbol Wireless and select Spectrum24 Plus Pack.
3. Select AP Discovery to launch the utility.
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5.1 Finding Spectrum24 Access Points

The AP Discovery dialog box displays when the utility is started.

=5 AP Dizcovery =
~ Find Criteria
Adapter: ILA411'I Spectrum2d Wireless LAN PC Card
[Enter an |P Address in the form a.b.c.* to find over a range. ] Stop |
P Address: |11‘|.‘I11.12." ™ Use Advanced Range
Advanced... |
LCommunity Feadonly Pazsword: Find Progress:
| A _ e |
Syztem Mame | IP Address | MNetlD/ESSID | AP Tupe | MALC Address | M anufacturer
=3 Spmbol - PPP testing 111.111.12.241 PPP DS 00:ADFE:84:31:08  3Cam
=41 5ymbal Access Paint 111.111.12.242 FFP Ds O ADFS: 8218 Symbal
4| |
| 2 Aiccess Point(z] found

Use the pull-down Adapter combobox to select the wired or wireless
WLAN adapter to be used as the target MU for an access point search.

Enter a partial IP address in the IP Address edit field. Enter an IP address
that is at least three character fields in length (157.235.92.). AP Discovery
searches for access points with an IP address within 250 characters of the
partial IP address entered. The partial IP address should correspond to
the IP address range of access points grouped in a specific location of the
building (retail, sales, manufacturing).

The partial IP address entered in the IP Address field has a password
created by the system administer to prevent unauthorized users from
accessing configuration information for the group of access points the
partial IP address represents. Enter the password in the Community
Readonly Password field.
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Select the Find Now button to display data for each wired or wireless access
point located by AP Discovery. The Find Progress status bar displays the
progress of the access point search.The number of access points located is
displayed in the bottom left-hand corner of the Symbol AP Discovery
dialog box.

Once the access points are located, the AP Discovery dialog box displays the
user assigned system name (name of the access point), the Net ID or ESSID
and the manufacturer.

Click the Advanced button to specify a specific range of access point
search parameters. Once an advanced search range is specified, that
range can be used by selecting the Use Advanced Range checkbox and
clicking Find Now.
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5.1.1

Conducting an Advanced Search

Click the Advanced button within the AP Discovery dialog box to display the
Advanced Search Settings dialog box.

Use the IP Address Range field to set an access point IP address search
range. The search range could be confined to the access points within the
sales or manufacturing areas of a building or broad enough to include the
access points within the entire building. This information is helpful in
determining if access points within a certain area of a building require a
different configuration. Click Clear Range to clear the search range.

Click Add to include the selected range of IP addresses into a list of IP
address ranges that can be selected again or click Remove to remove the
range of excluded access point IP addresses from the list.

Advanced Search Settings
— P Addrezz Range

Start Address: | 157 . 235 %0 . 0 fdd 3> | 157.235.90,0-157. 235.30.255

End Address: I 157 . 235 . 90 . 255 Remave << |
Community Readonly Passward: I Clear Range |

r~ Excluded IP Addresse:
Start Address: |15? 23,92 0 24

End Address: I 157 . 235 . 92 . Femove << |

—Search Options

¥ Find Spectum24 FH Access Paints ¥ Find &jiConnection DS Access Points

157.235.92.24/157.235.52.100

¥ Find Spectum24 DS Access Points

Ok I LCancel |

Use the Excluded IP Addresses field to enter an IP address range to be
excluded from the access point search. If there are access points within an
area of the building (finance, marketing) that are not subject to the search or
possible configuration, then that range of access point IP addresses should
be entered in the Excluded IP Addresses field.
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Click Add to exclude the selected range of IP addresses from the search or
click Remove to add the range of excluded access point IP addresses back
into the search range.

Use the Search Options field to specify the particular access points to be
used as the targets in the search.

‘*p A frequency-hopping mobile unit cannot associate with a direct-sequence
Note access point and a direct-sequence mobile unit cannot associate with a
frequency-hopping access point. AP Discovery allows users to configure
some operational parameters of the access points found in a search, but
does not enable frequency-hopping mobile units to communicate with
direct-sequence access points or direct-sequence mobile units to
communicate with frequency-hopping access points.

Click OK to save the access point search parameters specified within the
Advanced Search Settings dialog box. From the AP Discovery dialog box,
select the Use Advanced Range checkbox and click Find Now to conduct a
search using the advanced search parameters.
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5.2 Selecting and Configuring an Access Point

Use the list of access points displayed in the AP Discovery dialog box to
select and configure an individual access point.

& AP Discovery !E B

 Find Criteria

Agaplter.  [LATTT Spectumzd Wireless LAN PL Card =]

[Enter at IP Address in the form a.b.c.* ta find over a range. | Stop |
IF Address: |111.1 112 [ Use Advanced Range
= Advanced... |

Community Readonly Passwand: Find Progress:
| & Help |
Syztem Mame | P Address | et D/ESSID | AP Tupe | MAC Address | b anufacturer

PP DS 00:A0FE:84:31:08  3Com

=4 Symbol Acce FFF bs 00:ADFE:B8A:2F18 Symbal

|ntermet-Configuration
T elnet-Configuration
Start Flash

Stop Flash

4]

=

| 2 deoess Point(s) found

Right-click on an access point to display an access point configuration menu
with the following options:

* Direct Configuration

* Internet Configuration
* Telnet Configuration

*  Start Flash

e Stop Flash

If one of these configuration options is grayed out, it is unavailable for the
selected access point.

34 Spectrum24 Plus Pack Users Guide



Access Point Discovery (AP Discovery)

5.2.1 Direct Configuration

Use the Direct Configuration option to gain access to the access point Ul
(User Interface).

Right-click on an access point and select Direct Configuration to display the
AP SNIMP Configuration dialog box if the selected access point is operating
through SNMP.

Use the AP SNMP Configuration dialog box to change the access point
system name, ESSID (Net_ID), IP address and gateway.

AP SNMP Configuration

— &P Configuration
MAC Address:  D0:ADFS:BAZF18

Systemn MName: ISymboI Acceszs Point

NedD/ESSID: 1071
IP Address: T 11 12 . 242

Gatehay: o . 0.0 .0

—&ccess Control Configuration

Read wiiter Pagsword I
Read Only Password: I

Update I Cancel |

‘*9 The MAC Address field of the AP SNMP Configuration dialog box is read
Note only and cannot be modified.
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Use the access point System Name field to name the access point by its
location (manufacturing, retail, engineering) or to give the access point a
name that distinguishes it from other access points in its location.

Use the NetID/ESSID field to change the Extended Service Set (ESS) ID or
to give the access point a nickname. A nickname can be helpful in instances
where the access point is located at a personal workstation, since the
nickname serves as an indicator of the access point location.

Use the IP Address field to change the IP address of the access point to
group the access point with a different set of access points or to change
the IP address if it is conflicting with other devices operating in the area.

If the access point is intfended to transmit to a different network segment a
gateway (router) address is required. Enter the address in Gateway field.

The Access Control Configuration section of the AP SNMP Configuration
dialog box contains two fields for confirming administrator or user privilege
passwords. These passwords are assigned in the System Configuration and
Change System Parameters screens of the access point. Use the Read/Writer
Password field to enter the access point read and write privilege password.
This password is required if the access point configuration has been
modified. Use the Read Only Password field to enter the access point read
privilege password. Leave these two password fields empty if no changes
have been made to the access point configuration.

Click Update to commit the changes to the access point configuration.
When changes are made to the access point configuration the Confirm
AP Password dialog box displays.

Confirm AP Pazzsword E |

Enter AF Password

Please enter a System Pazgoword or User Pazaword in order to
zet the AP configurations.

Spstem/l ser Password: I*xmﬂ

ok Cancel
[ | I
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Enter a password and click OK to commit the changes made in the AP SNMP
Configuration dialog box

‘*p System/User passwords are case-sensitive and do not exceed 13-characters.
Note

If an access point is selected for direct configuration from the AP Discovery
dialog and it operating through WNMP, the WNMP P Setting dialog
box displays.

WHNHMP IP Setting

Enter a new IP and Password

Fleasze enter a new IP address in order to update a new 1P for
the &P,

Mew IP address: I 187 . 238 . 92 . 23

Use the New IP Address field to change the IP address of the access point to
group the access point with a different set of access points or to change the
IP address if it is conflicting with other devices operating in the area. Click
OK to implement the new access point IP address. No other access point
parameters can be configured using AP Discovery when the access point is
operating through WNMP.
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5.2.2

Internet Configuration

Use the Internet Configuration option to gain access to the access point Ul
through a Web browser.

Right-click on an access point and select Internet Configuration (if enabled)

to display the Spectrum24 Access Point Configuration Management
System page.

3 Spectum24 Access Point - Netscape

Edt Wiew Go Commuricator Help

§ " Bookmarks A Location: I

i J A & 2 @ s & B

Back Fonward  Reload Hame Search  Netscape  Print Security Stap

| @ whats Rileted Y

e Spechunl SECICES S » P Ol Mok spmbol

Configuration Management System

Version 1.10

Easy Setup

The left frame contains, in tree format, the contents of the Spectrum24® Access Point web
managerment systern. Maove through the tree by clicking on an icon to expand or collapse the
tree. The nodes on the tree represent wieh pages that allow you to view and modify
information in the Access Point

[ == |Document Done

Access the different pages using the nodes located in the left frame of the
page. Refer to the online help file (the Help button is located in the top right-
hand corner of the page) for Web page navigation, page contents and
parameter use.
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5.2.3 Telnet Configuration

Use the Telnet Configuration option to gain access to the access point Ul
through a dial-up connection.

Right-click on an access point and select Telnet Configuration
(if enabled) to display a Telnet login password screen. Enter the
Telnet login case-sensitive password.

Press the ESC key to display the access point main menu. Use the main menu
options to view statistics and set the access point system configuration.

5.2.4 Flashing an Access Point

&

Note

Right-click on an access point and select Start Flash to flash the LEDs on the
selected access point. Use the Start Flash function to locate an access point
and determine if its location is appropriate for the mobile units it supports.
Select Stop Flash to stop the flashing on the access point LEDs and return
them to their normal operational state.

The Start Flash function can only be used on one access point at a time.

Spectrum24 Plus Pack Users Guide
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chapter 6 My Wireless LAN Places

Use the My Wireless LAN Places (My WLAN Places) utility to create a profile
of WLAN adapter network address and device information that can be
downloaded by system administrators to selected WLAN adapters.

Use a completed profile as a set of WLAN adapter operational settings that
can be used in different locations with the MU to connect to a Spectrum24
network. Once created, WLAN profiles display in the My WLAN Places
program window for use as necessary in the various Spectrum?24 networks
existing throughout the workplace or home office environment.

Use the My WLAN Places pull-down menu to select one or all of the

Spectrum24 Plus Pack utilities as necessary to determine the settings to be
used with the WLAN adapter using the My WLAN Places utility.

£ My WLAN Places [_ (O] x]
J File Edit ¥iew Go Favorites | pMy'WwLAN Places  Help
J - @ v Wiew Profile Entries

Import profile

Back Faryard Up - = = =
Symbal Spectrumz24 HR Spectn Advance:
Address I@ My WLAN Places e — Symbol DS N|[;|nf0
Frofile M ame | Prafile Description St DS MICTT

m Add Mew WLAN Flace Creates and adds a new Wireless LAN pro Sl D5 I EUpE RS

‘*p The WLAN adapter settings entered in NCPA and NICTT override the settings
Note used in MY WLAN Places. Do not enter different settings in My WLAN Places.
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To start WLAN Places:
1. Double-click on My Computer from the Windows desktop.

2. Select the My WLAN Places icon from the group of icons displayed.
The My WLAN Places program window displays.

# My WLAN Places M= E3
J File  Edit Miew Go Favoites  MyWLAMN Places  Help |

e = e »
S g | X
Back Fanward Up Cut Copy Paste Undo Delete  Properties
JAgdress I@ My WLAN Places j
Profile M ame | Prafile Description |
% Add Mew WLAN Place Creates and adds a new Wireless LAM profiles to WLAN Places

|M_l,l wLah Places: 4

3. Use this program window to create a new profile or edit the properties of
an existing profile.
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6.1 Creating a New Profile

A WLAN adapter profile is the unique network address and device
information that is downloaded by the system administrator to selected
WLAN adapters to support the coverage area of a Spectrum?24 access point.

To create a new profile:

1. Select Add New WLAN Place from the MY WLAN Place program
window.

The Welcome dialog box displays.

Wireless LAN Profile Wizard

Welcome to the Wireless LAN Profile
Wizard

Thig wizard helps you create and manage Wireless LAM profiles.

'our computer benefits from the convienience of ‘Wireless LAN

technaology. *Your computer can connect ta many different YWireless
Local &rea Metworks.

Each Wirelezs netwark has itz own connectivity requirements.,

Thig wizard allowes pou bo create profiles that allow your computer bo
automatically detect and connect to thoze network .

&

Press Mest » to create the Wireless LAM profiles for your computer,

< Back Cancel

Spectrum24 Plus Pack Users Guide 43



My Wireless LAN Places

2. From the Welcome dialog box click Next.
The Wireless LAN Profile Wizard - Create dialog box displays.

Create Wireless LAN Profile

Usging this wizard you can create a connection to a Wireless
Local Area Metwork [wLAN], enabling applications such az
e-mail, “eh browszing, file sharng, and printing.

The first step to creating a new connection profle is bo name pour
prafile. Enter the name for wour profile below,

Prafile name:

IE naineering

Praofile dezcription:

- IEngmeenng Department

S

Ry

Press Mext » to continue the profile creation process.

£ Back I Mesxt > I Cancel |

3. Type a name for the new profile in the Profile name field.

The name of the profile can be up to 128 characters and contain any
printable characters.

4. Enter a description of the profile in the Profile description field.

The profile description enables the user to keep the profile name short
while providing additional information on what the profile entails.

44 Spectrum24 Plus Pack Users Guide



My Wireless LAN Places

5. Click Next to continue in the creation of the profile, click Back to return
to the Welcome dialog box or click Cancel to close the profile wizard
and cancel the creation of the new profile.

When Next is clicked, the Wireless LAN Profile Wizard - ESSID dialog
box displays.

Wirelesz LAN Profile Wizard - ESSID

Before your computer can make Wireless LAN connections
Windows needs to know your YWireless LAN profile Extended
Server Set |dentifier [ESSID).

Enter the ESSID given to you by your Wireless LAN zervice
provider below:

ESSID:
101

Press Mext » to continue the profile creation process.

< Back I et » I Cancel

6. Enter an ESSID in the ESSID field.

The ESSID should be the same as the access point(s) that the MUs
support once the profile is installed. The ESSID can be from 0 to 32
characters in length.

& If the ESSID cannot be determined, 101 can be used as a default
Note ESSID value.
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7. Click Next to continue in the creation of the profile, click Back to return

to the Wireless LAN Profile Wizard - Create dialog box or click Cancel
to close the profile wizard and cancel the creation of the new profile.

When Next is clicked, the Wireless LAN Profile Wizard - Select
Encryption dialog box displays.

Wirelezs LAN Profile Wizard - Select Encryption

Four Wwireless LA provider may enable YWied Equivilancy Privacy
[WEP] az part of the wirsless service.

Do you pou wank to enable WEF?
& es
" No

Press Mest » to continue the profile edit or dizk creation

< Back I MHewt > I Cancel |

The Wireless LAN Profile Wizard - Select Encryption dialog box
prompts the user whether or not the target WLAN adapter(s) uses
Wireless Equivalency Privacy (WEP). The absence of a physical
connection makes wireless links vulnerable to information theft. WEP is
an efficient method of preventing data theft and improving security.

Select Yes to display the Wireless LAN Profile Wizard - Encryption

dialog box. Select No to provide no Encryption for the data transmitted
between access point and MU.

Click Next to continue with the creation of the profile, click Back to return
to the Wireless LAN Profile Wizard - ESSID dialog box or click Cancel
to close the profile wizard and cancel the creation of the new profile.
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If Yes is selected and Next is clicked, the Wireless LAN Profile Wizard -
Encryption dialog box displays. If No is selected and Next is clicked, the
Wireless LAN Profile Wizard - Password dialog box displays.

Wireless LAN Profile Wizard - Encryption

The Shared Key Equivilency Privacy security scheme uses secret
keys to encrypt data az it is transmitted over the Wireless Nebwark.
Enter the Encryption F.ey values and select the key number that iz
uzed by pour computer ahd the Wireless Netwark,

Encryption Algonithm: | = S

@ keptl [1M11[2104 | [O000 (o000 {o0o0 - {o60o

C Kep#iz [20212 | [2z324 | [0ooo [oooo fooon - foooo

O Keyp#3 [I0313 23334 | [0000 [oooo - {oooo{oo0o

O Key#d 40414 | 24344 | [0000 o000 [ooon - Joono

Fress Mest » to continue the profile creation process.

< Back I Neut » I Cancel |

10. Use the Encryption Algorithm pull-down menu to select the 40-bit or
128-bit Encryption algorithm to be used with profile.

When 40-bit Encryption is selected, the user is required to enter a 10
Hex digit password. The password can be entered by spreading the 10
Hex digit password between the two fields provided per Encryption key.

‘*’ 128-bit Encryption is subject to export restrictions. An access code could be

Note required in the NCPA Encryption property page to enable 128-bit
Encryption. Ensure 128-bit Encryption is enabled in NCPA before setting
Encryption to 128-bit in My Wireless LAN Places.

When 128-bit Encryption is selected, the user is required to enter a 26
Hex digit password. The password can be entered by spreading the 26
Hex digit password between the six fields provided per Encryption key.
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11.

12.

13.
14.
15.

If Open System is selected, data packets are transmitted between the
access point and MU with no encryption.

Click Next to continue with the creation of the profile, click Back to return
to the Wireless LAN Profile Wizard - Select Encryption dialog box or
click Cancel to close the profile wizard and cancel the creation of the
new profile.

When Next is clicked, the Wireless LAN Profile Wizard - Password
dialog box displays. The Wireless LAN Profile Wizard - Password dialog

box provides the user with the option of creating a password to protect
the data within the profile.

Wireles LAN Profile Wizard - Pazzsword

Your systerm uzes Encryption to protect your data, |t is
recomended that you password protect your profile so others
cannot view the spstem encrpption keys,

Do pou want to password pratect your profile?
&+ Yes
" Mo

Password: I"’""‘—
Confirm Password: IF

::':sb Frezs Mest » to continue the profile creation process.

< Back I Nest » I Cancel |

Click Yes to create a password for the profile. Click No if a password is
not needed for the profile.

If no password is required, click Next to complete the profile.
Enter a password in the Password field.
Enter an identical password in the Confirm Password field.

Click Next to continue with the creation of the profile, click Back to return
to the Wireless LAN Profile Wizard - Encryption dialog box or click
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Cancel to close the profile wizard and cancel the creation of the
new profile.

When Next is clicked, the Wireless LAN Profile Wizard - Profile
Complete dialog box displays.

Wireless LAN Prohile Wizard - Profile Complete

The wireless LAMN profile process iz complete,

our Wireless LA profile haz been saved to your computer and wil
be active the nest time your rebook wour comprter.

Dl pau want ta reboat wour conmputer mow’?
& es
' No

< Bank I Firizh I Cancel |

16. Select Yes to reboot the computer and complete the profile
creation process.

Click Finish to restart the computer and implement the new profile, click
Back to return to the Wireless LAN Profile Wizard - Password dialog
box or click Cancel to close the profile wizard and cancel the creation of
the new profile.
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6.2 Working with Existing Profiles

Existing WLAN profiles can be edited, renamed and deleted using the
WLAN Places utility.

6.2.1 Editing an Existing Profile

WLAN adapter profiles can be edited by selecting property pages from
the Wireless LAN Profile Properties dialog box.

To edit an existing profile:

1. Select the profile to be edited from the MY WLAN Places
program window.

If a password was created for the profile the Enter Password
dialog box displays.

2. Enter the password assigned to that profile and click OK.

The Wireless LAN Profile Properties dialog box appears with the
General property page displayed.

Wireless LAN Profile Properties %]

General |Encry|:|tinn| Passwordl

— Settings

v Enable Prafile @

Profile name:
|Swedish Office

Profile description:
ISwedish Office WLAN Profile

E5SID:
|223

Ok I Cancel
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Edit the Profile name, Profile description and ESSID fields as needed.

4. Select the Encryption and Password property pages as necessary to edit
the profile settings.

5. Click OK to save the changes to the profile. Click Close to exit.
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6.2.2 Deleting or Renaming an Existing Profile

Profiles with identical filenames cannot exist. Users have the option of
deleting or renaming an existing profile.

To delete or rename a profile:
1. Select the profile from the MY WLAN Places program window.

2. Right-click on the profile to display a pull-down menu with profile
configuration options.

3. Select Rename Profile and type the new profile name.

To delete the profile, select Delete Profile from the pull-down menu.

‘*a A deleted WLAN adapter profile does not go into the Recycle Bin and cannot
Note be retrieved.
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Appendix A
Customer Support

Symbol Technologies provides its customers with prompt and accurate
customer support. Use the Symbol Support Center as the primary contact for
any technical problem, question or support issue involving Symbol products.

If the Symbol Customer Support specialists cannot solve a problem,

access to all technical disciplines within Symbol becomes available for further
assistance and support. Symbol Customer Support responds to calls by
email, telephone or fax within the time limits set forth in individual
contractual agreements.

When contacting Symbol Customer Support, please provide the
following information:

* serial number of unit

* model number or product name

* software type and version number.

North American Contacts

Inside North America, contact Symbol by:

*  Symbol Technologies, Inc.
One Symbol Plaza
Holtsville, New York 11742-1300
Telephone: 1-516-738-2400/1-800-SCAN 234
Fox: 1-516-738-5990

*  Symbol Support Center:
— telephone: 1-800-653-5350
- fox: (516) 563-5410

—  Email: support@symbol.com
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International Contacts

Outside North America, contact Symbol by:

*  Symbol Technologies Technical Support
12 Oaklands Park
Berkshire, RG41 2FD, United Kingdom
Tel: 011-44-118-945-7000 or 1-516-738-2400
ext. 6213

Symbol Developer Program Web Site

e http://sdp.symbol.com

Additional Information
Obtain additional information by contacting Symbol at:
e 1-800-722-6234, inside North America
e +1-516-738-5200, in/outside North America

e http://www.symbol.com

A-2 Spectrum24 Plus Pack Installation Guide


http://www.symbol.com
http://sdp.symbol.com

Appendix B
Regulatory Compliance

To comply with U.S. and international regulatory requirements, the following
information has been included. The document applies to the complete line of
Symbol products. Some of the labels shown, and statements applicable to
other devices might not apply to all products.

Radio Frequency Interference Requirements

This device has been tested and found to comply with the limits for a Class A
digital device pursuant to Part 15 of the Federal Communications
Commissions Rules and Regulation. These limits are designed to provide
reasonable protection against harmful interference when the equipment is
operated in a commercial environment. This equipment generates, uses, and
can radiate radio frequency energy and, if not installed and used in
accordance with the instruction manual, may cause harmful interference to
radio communications. Operation of this equipment in a residential area is
likely to cause harmful interference in which case the user will be required to
correct the interference at his own expense.

However, there is no guarantee that interference will not occur in a particular
installation. If the equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one or
more of the following measures:

* Re-orient or relocate the receiving antenna.
* Increase the separation between the equipment and receiver.

*  Connect the equipment into an outlet on a circuit different from that
which the receiver is connected.

*  Consult the dealer or an experienced radio/TV technician for help.

Insert Document Title in User Variable List. B-1



Regulatory Compliance

Radio Frequency Interference Requirements - Canada

This Class A digital apparatus meets the requirements of the Canadian
Interference-Causing Equipment Regulations.

CE Marking & European Union Compliance

(E Products intended for sale within the European Union are marked

with the CEMark which indicates compliance to applicable Directives
and European Normes (EN), as follows. Amendments to these
Directives or ENs are included: Normes (EN), as follows.

Applicable Directives:

Electromagnetic Compatibility Directive 89/336/EEC
Low Voltage Directive 73/23/EEC

Applicable Standards:

EN 55 022 - Limits and Methods of Measurement of Radio Interference
Characteristics of Information technology Equipment

EN 50 082-1 - Electromagnetic Compatibility - Generic Immunity
Standard, Part 1: Residential, commercial, Light Industry

IEC 801.2 - Electromagnetic Compatibility for Industrial Process
Measurement and Control Equipment Part 2: Electrostatic
Discharge Requirements

IEC 801.3 - Electromagnetic Compatibility for Industrial Process
Measurement and Control Equipment Part 3: Radiated
Electromagnetic Field Requirements

IEC 801.4 - Electromagnetic Compatibility for Industrial Process
Measurement and Control Equipment Part 4: Electrical Fast
Transients Requirements

EN 60 950 + Amd 1 + Amd 2 - Safety of Information Technology
Equipment Including Electrical Business Equipment

EN 60 825-1 (EN 60 825) - Safety of Devices Containing Lasers
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RF Devices

Symbol’s RF products are designed to be compliant with the rules and
regulations in the locations into which they are sold and will be labeled as
required. The majority of Symbol’s RF devices are type approved and do not
require the user to obtain license or authorization before using the
equipment. Any changes or modifications to Symbol Technologies equipment
not expressly approved by Symbol Technologies could void the user’s
authority to operate the equipment.

Telephone Devices (Modems)
United States

If this product contains an internal modem it is compliant with Part 68 of the
Federal Communications Commission Rules and Regulations and there will
be a label on the product showing the FCC ID Number and the REN, Ringer
Equivalence Number. The REN is used to determine the quantity of devices
which maybe connected to the telephone line. Excessive RENs on the
telephone line may result in the device not ringing in response to an
incoming call. In most but not all areas, the sum of the RENs should not
exceed 5.0. To be certain of the number of devices that may be connected to
the line, as determined by the total number of RENs, contact the telephone
company to determine the maximum REN for the calling area.

If the modem causes harm to the telephone network, the telephone company
will notify you in advance; however, if advance notice is not practical, you will
be notified as soon as possible. Also, you will be advised of your right to file
a complaint with the FCC if you believe it is necessary.

The telephone company may make changes in its facilities, equipment,
operations or procedures that could affect the operation of the modem. If
this happens the telephone company will provide advance notice so you may
make any necessary modifications to maintain uninterrupted service.
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Canada

o

Caution

If this product contains an internal modem it is compliant with CS-03 of
Industry Canada and there will be a Canadian certification number
(CANADA: ) on a label on the outside of the product. This certification
means that the equipment meets certain telecommunications network
protective, operational and safety requirements. The Department does not
guarantee the equipment will operate to the user’s satisfaction.

Before installing this equipment, users should ensure that it is permissible to
be connected to the facilities of the local telecommunications company. The
equipment must also be installed using an acceptable method of connection.
In some cases, the company’s inside wiring associated with a single-line,
individual service maybe extended by means of a certified convector
assembly (telephone extension cord). The customer should be aware that
compliance with the above conditions may not prevent degradation of
service in some situations.

Repairs to certified equipment should be made by an authorized Canadian
maintenance facility designated by the supplier. Any repairs or alterations
made by the user to this equipment, or equipment malfunctions, may give
the telecommunications company cause to request the user to disconnect
the equipment.

User should ensure for their own protection that the electrical ground
connections of the power utility, telephone lines and internal metallic water
pipe system, if present, are connected together. This precaution may be
particularly important in rural areas.

User should not attempt to make such connections themselves, but
should contact the appropriate electric inspection authority, or electrician,
as appropriate.
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The Load Number (LN) assigned to each terminal device denotes the
percentage of the total load to be connected to the telephone loop which is
used by the device, to prevent overloading. The termination of a loop may
consist of any combination of devices, subject only to the requirement that
the total of the Load Numbers of all devices not exceed 100.

The Load Number is located on a label on the product.

Contact your local Symbol Technologies, Inc., representative for service
and support;

Symbol Technologies, Inc.,
Canadian Sales and Service
2540 Matheson Boulevard East
Mississauga, Ontario

Canada L4W 472

Phone - 905 629 7226

Laser Devices

Symbol products using lasers comply with US 21CFR1040.10, Subchapter J
and IEC825/EN 60 825 (or IEC825-1/EN 60 825-1, depending on the date
of manufacture). The laser classification is marked one of the labels on

the product.

Class 1 Laser devices are not considered to be hazardous when used for
their intended purpose. The following statement is required to comply with
US and international regulations:

I Use of controls, adjustments or performance of procedures other than those
"ol

specified herein may result in hazardous visible or invisible laser ligh exposure.
Caution

Class 2 laser scanners use a low power, visible light diode. As with any

very bright light source, such as the sun, the user should avoid staring directly
into the light beam. Momentary exposure to a Class 2 laser is not known to
be harmful.
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